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HEREIN IS UNCLASSIFIED 
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bi7c 


From: wr) (5) 
Sent: Friday, August 28, 2015 3:21 PM b6 


CONTAINED 


To: 
Subject: DOE/NNRC Preservation and Production Request pre 
Attachments: Preservation_and_Production_request_DOE_and_NNRC_2016_08_28 15_12_15 862.pdf 


— be 


b7C 


Per our discussion this afternoon, please find the attached Letterhead Memorandum concerning a Preservation and 
Records Request pursuant to Title 18, United States Code, Section 2703(f}. Thank you in advance for your discretion in 
regards to the confidential nature of the FBI’s investigation. 


Respectfully, 


— as 
Special Agent bic 
FBI Washington Field Office 


HRC-5957 


ALL FBI INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED 
CATE 12-07-2016 BY 3760LaT80 WSICG 


UNCLASSIFIED/ /FOU0- 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: August 28, 2015 


To: 
Assistant General Counsel 
International and National Security Programs 
Department of Energy 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
Department of Energy (DOE) and National Nuclear Security 
Administration (NNSA) take any steps necessary to preserve all 
electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on Department of Energy 
systems. This preservation request applies to all stored electronic 
records, files, and other evidence relating to communications to and 
from the @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811l{c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests DOE and NNSA cause a 
comprehensive search to be conducted of all holdings, files, 
documents, and materials in the agency’s possession, including back- 
up computer drives, for electronic mail communications to or from 
@clintonemail.com accounts. Due to the nature of the FBI’s 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 


UNCLASSIFIED/ /#e¥e- 


This document contains neither recommendations nor conclusicns of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5958 


bé 
bic 


UNCLASSIFIED/ /FOUe- 


when complete. In addition, the FBI seeks a copy of computer banners 
from any DOE and NNSA computer systems on which relevant electronic 
communications are found. 


You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI’s investigation. 


If you have any questions regarding this r irect 
all inquiries to Special agent(T Od at 
Sincerely, 


7 


Peter P. ok 
Assistant Special Agent in Charge 
Washington Pield Office 


of 


UNCLASSIFIED/ /FOUe 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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From: Lewy ra 
‘ ; a 


Sent: b6 
To: b7c 
Subject: NRC Preservation and Records Request 

Attachments: Preservation_and_Production_NRC_2015_08_28 13_57_14 262.pdf 


Mr. Averbach, 

Per our discussion earlier today, please find the attached Letterhead Memorandum concerning a Preservation and 
Records Request pursuant to Title 18, United States Code, Section 2703(f). Thank you in advance for your discretion in 
regards to the confidential nature of the FBI's investigation. 


Respectfully, 


ss ne 


Special Agent bie 


FBI Washington Field Office - 
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ALL ZBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2018 BY 376318780 NS. 


UNCLASSIFIED/ /Feve- 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 
Date: August 28, 2015 
To: Margaret M. Doane, General Counsel 


U.S. Nuclear Regulatory Commission 
From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the U.S. 
Department of the Treasury take any steps necessary to preserve all 
electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on U.S. Nuclear 
Regulatory Commission systems. This preservation request applies to 
all stored electronic records, files, and other evidence relating to 
communications to and from the @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811{c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests the U.S. Nuclear Regulatory 
Commission cause a comprehensive search to be conducted of all 
holdings, files, documents, and materials in the agency's possession, 
including back-up computer drives, for electronic mail communications 
to or from @clintonemail.com accounts. Due to the nature of the FBI‘s 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Nuclear Regulatory Commission computer systems on which 
relevant electronic communications are found. 


UNCLASSIFIED/ /FSeve— 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5961 


UNCLASSIFIED/ /POU0- 


You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI’s investigation. 


If you have any questions regarding this request, lease direct 


Assistant Special Agent in Charge 
Washington Field Office 


++ 


UNCLASSIFIED/ FOU 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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Sent: 

To: 

Ce: 

Subject: reservation and Records Request 

Attachments: Preservation_and_Production_NCTC_2015_08_28_13_56_20_083.pdf 


— 


Per our discussion earlier today, please find the attached Letterhead Memorandum concerning a Preservation and 
Records Request pursuant to Title 18, United States Code, Section 2703(f}. Thank you in advance for your discretion in 
regards to the confidential nature of the FBI’s investigation. 


Respectfully, 


a 

Special Agent 

FBI Washington Field Office 
desk 
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ALL FBI INFORMATION CONTAINED 
HEREIN T8 UNCLASSIFIED 
DATE 12-07-2016 BY 376018T#0 WSICG 
UNCLASSIFIED/ /Feue— 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: August 28, 2015 


vo:  [____] senior nega advisor 


National Counterterrorism Center 
From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
National Counterterrorism Center (NCTC) take any steps necessary to 
preserve all electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on NCTC systems. This 
preservation request applies to all stored electronic records, files, 
and other evidence relating to communications to and from the 
@clintonemail.com e-mail address. 


On July. 6, 2015, the FBI received a Section 811]l{c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests NCTC cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's possession, including back-up computer 
drives, for electronic mail communications to or from 
@clintonemail.com accounts. Due to the nature of the FBI's 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of ail 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Nuclear Regulatory Commission computer systems on which 
relevant electronic communications are found. 


UNCLASSIFIED/ /FOGe- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5964 
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UNCLASSIPIED/ /FOue 


You are requested not to disclose the existence of this inquiry, 
ether than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI‘s investigation. 


If you have any questions regarding this r direct 
all inquiries to Special agent[ «dat 


Sincerelf , 


Peter P. Kk 
Assistant Special Agent in Charge 
Washington Field Office 


cx) 


UNCLASSIFIED//®6U0 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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ALL EBL INFORMATION CONTAINED 
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WF) (FBI 
From: 
Sent: i 015 3:27 PM 
To: 
Subject: ODNI Preservation and Records Request 
Attachments: Preservation_and_Production_ODNI_2015_08_28_13_55_34_339.pdf 


CL) 


Per our discussion earlier today, please find the attached Letterhead Memorandum for Mr. Litt, concerning a 


JLETSO NSIC 


Preservation and Records Request pursuant to Title 18, United States Code, Section 2703(f}. Thank you in advance for 


your discretion in regards to the confidential nature of the FBI’s investigation. 


Respectfully, 


sq] 


Special Agent 


EBI Washington Field Office 
CD deesk 
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ALL TRI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2014 BY 376318780 NSICG 


UNCLASSIFIED/ /FEve- 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 
Date: August 28, 2015 
To: Robert S. Litt, General Counsel 


Office of the Director of National Intelligence 
From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f£), the Office 
of the Director of National Intelligence (ODNI) take any steps 
necessary to preserve all electronic and transactional records 
associated with @clintonemail.com e-mail accounts contained on ODNI 
systems. This preservation request applies to all stored electronic 
records, files, and other evidence relating to communications to and 
from the @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests ODNI cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for electronic mail communications to or from 
@clintonemail.com accounts. "Due to the nature of the FBI's 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Nuclear Regulatory Commission computer systems on which 
relevant electronic communications are found. 


UNCLASSIFIED/ /Feve- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5967 


UNCLASSIFIED/ /Feve 


You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI’s investigation. 


If you have any questions regarding this request lease direct 


all inquiries to Special Agent at bé 


b7C 


Peter P. ok 
Assistant Special Agent in Charge 
Washington, Field Office 


oe 


UNCLASSIFIED/ /Feue— 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to. your agency; it and its contents are not 


to be distributed outside your agency. 
HRC-5968 


ALL FBI INEORMATICN CONTAINED 
HEREIN IS UNCLASSIFIED 
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From: Co ewe) (8) 


Sent: Friday, August 28, 2015 3:29 PM 

To: 

Subject: Department of the Treasury Preservation and Records Request 
Attachments: Preservation_and_Production_USDOT_2015_08_28_13_54_32_018.pdf 


a 


Per our discussion earlier today, please find the attached Letterhead Memorandum for Acting General Counsel Priya 
Aiyer, concerning a Preservation and Records Request pursuant to Title 18, United States Code, Section 2703(f}. Thank 
you in advance for your discretion in regards to the confidential nature of the FBI's investigation. 


Respectfully, 


sq] 

Special Agent 

FBI Washington Field Office 
desk 
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ALL FBI INFORMATICN CONTAINED 
HEREIN IS UNCLASSIZIED 
UATE 12-07-2018 BY 376318730 HSI’ 


UNCLASSIFIED/ /Feve- 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 
Date: August 28, 2015 
To: Priya Aiyer, Acting General Counsel 


U.S. Department of the Treasury 
From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f}, the U.S. 
Department of the Treasury take any steps necessary to preserve all 
electronic and transactional records associated with 
@clintonemail.com email accounts contained on U.S. Department of the 
Treasury systems. This preservation request applies to all stored 
electronic records, files, and other evidence relating to 
communications to and from the @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests the U.S Department of the 
Treasury cause a comprehensive search to be conducted of all holdings, 
files, documents, and materials in the agency’s possession, including 
back-up computer drives, for electronic mail communications to or 
from @clintonemail.com accounts. Due to the nature of the FBI's 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Department of the Treasury computer systems on which 
relevant electronic communications are found. 


UNCLASSIFIED/ /FOouG— 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5970 


UNCLASSIPIED/ /Feve- 


You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI’s investigation. 


If you have any questions_regarding this request, please direct 
all inquiries to Special agent[ fae Pd 


Assistant Special Agent in Charge 
Washington Field Office 


++ 


UNCLASSIFIED/ /POuC- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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ASSIZTIED 
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From: wr) eB) 


Sent: Monday, August 31, 2015 3:29 PM 

To: 

Subject: Preservation and Production Request 

Attachments: Preservation_and_Production_USSS_2015_08_31_15_14_57_509 pdf 


CL] 


Thanks for taking my call earlier. As we discussed, | have attached a copy of a Preservation and Production request in 
regards to a sensitive matter. Please direct this request to USSS Chief Counsel Donna L. Cahill. Thanks in advance for 


your discretion and cooperation in regards to this request. 
Respectfully, 


Special Agent 


EBI Washington Field Office 


HRC-5973 


b6 
BIC 


b6 
BIC 


ALL ZBI INFORMATION CCNTAINEC 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2014 BY 376318780 NSICC 


UNCLASSIFIED/ /P@u0- 
U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

Date: August 31, 2015 

To: Donna L. Cahill, General Counsel 


U.S. Secret Service 
From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f}, the U.S. 
Secret Service take any steps necessary to preserve all electronic 
and transactional records associated with @clintonemail.com email 
accounts contained on U.S. Secret Service systems. This preservation 
request applies to all stored electronic records, files, and other 
evidence relating to communications to and from the @clintonemail.com 
e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of .classified information. Pursuant to this 
referral, the FBI respectfully requests the U.S Secret Service cause 
a comprehensive search to be conducted of all holdings, files, 
documents, and materials in the agency’s possession, including back- 
up computer drives, for electronic mail communications to or from 
@clintonemail.com accounts. Due to the nature of the FBI’s 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsivé 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Secret Service computer systems on which relevant 
electronic communications are found. 


UNCLASSIFIED/ reve 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5974 


UNCLASSIFIED/ /POU0- 


You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI’s investigation. 


Tf you have any questions regarding this request, lease direct 
Singeraly, 
Peter P. St 


Assistant Special Agent in Charge 
Washington Field Office 


of 


UNCLASSIFIED/ /POUe 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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. _ . b6 


ATTN: Custodian of Records Recipient Telephone #: DIE 


From: Special Agend Sender Telephone #;] 


Number of Pages Including Coversheet: 4 


urcent [X] ror review PLEASE COMMENT PLEASE REPLY PLEASE RECYCLE 


NOTES/COMMENTS: 


Preservation request 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


August 31, 2015 BIE 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 


be 
b7¢c 
b7E 


Con nanauwne 


PRe Pe Re 
DRPWNRO 


You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 


HRC-5979 


applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts ions to_ preserve the referenced files 
and records, please contact Special deena as Soon as bé 


. . bIC 
possible and before taking any such actions. 
This preservation request applies to the following records and evidence: 


A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 


c. All connection logs and records of user activity for the requested account, including: 


Connection date and time; 

Disconnect date and time; 

Method of connection (e.g., telnet, ftp, http); 
Data transfer volume; 

User name associated with the connection and other connection information, including 
the Internet Protocol address of the source of the connection; 

Telephone caller identification records; and 

Connection information for other computers to which the user of the above-referenced 
accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 
8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 


VRwWN om 


nea 


Dz Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 


HRC-5980 


relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


If you have any questions regarding thi lease direct all inquiries t jal Agent 
ho can be reached at ol Pe 


Si 


Peter P. Strzo! 
Assistant Special Avent in Charge 
Washington Field Office 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


AGL INFORMATION CONTRINED 
HEREIN IS UNCLASSIF 
DATE 12-07-2016 BY J 


CLeTSO NSICG 


August 31, 2015 bE 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 


the following e-mail accounts, pending further legal process. 


bE 
b7C 
bIE 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions to. renced files 
and records, please contact Special A. i paeertoemeteaee puree Soon as 


possible and before taking any such actions. 
This preservation request applies to the following records and evidence: 


A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 


Cc. All connection logs and records of user activity for the requested account, including: 
1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
De User name associated with the connection and other connection information, including 


the Internet Protocol address of the source of the connection; 
Telephone caller identification records; and 
Connection information for other computers to which the user of the above-referenced 
accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
* connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 
8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 


aD 
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b6 
b7c 


D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


bé 
bic 


If you have any questions regarding this request, plea: A 


Assistant Special Agent in Charge 
Washington Field Office 
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Preservation request 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2014 BY J74d1sTS0 NSIC 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


August 31, 2015 
bTE 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code-Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 


bé 
bic 
bIE 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions to preserve the referenced files 
and records, please contact Special gen en soon as 


possible and before taking any such actions. 
This preservation request applies to the following records and evidence: 


A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 


Cc. All connection logs and records of user activity for the requested account, including: 
1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4, Data transfer volume; 
5. User name associated with the connection and other connection information, including 


the Internet Protocol address of the source of the connection; 

Telephone caller identification records; and 

Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 

destination IP address, connection time and date, disconnect time and date, method of 

connection to the destination computer, the identities (account and screen names) and 

subscriber information, if known, for any person or entity to which such connection 

information relates, and all other information related to the connection from ISP or its 

subsidiaries. } 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 


2D 
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b6 
bIC 


D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account,.the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


y questions regarding this request, please direct all inquiri ialAgent . 
hocanbereached at( =i Pe 


Assistant Special Agent in Charge 
Washington Field Office 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-Q7-Z016 BY 376318730 UST! 


bb 
bIC 
From: 
Sent: js ber 04, 2015 2:52 PM bé 
To: 3 - = + BIC 
Subject: Preservation Confirmation Boe 
Attachments: 1217128.tif; Notice - Addressing of Legal Demands. pdf 
Helll________|- FBI, Washington, b6 
BIC 
as received your preservation request(s} on the account name(s} listed in the attached fax. DIE 
will preserve the requested account data, if any account data exists, for a period of 90 days from 4 


September 2015. L kannot advise you whether any data exists for the accounts that are subject to your 
preservation request. 


Your preservation record number is: COT Be sure to refer to this record number when requesting pie 
the disclosure of any preserved data. 


18 U.S.C. 2703(f}(2) of the Electronic Communications Privacy Act permits a single $0 extension for each preservation 
request. If we do not receive a preservation extension request within 90 days from the date of this preservation letter, 
the preserved data will be destroyed. Also, please be aware that preservations are merely one time snapshots of the 
account on the date the information is preserved. Preservations are not snapshots made each day during the 90 day 
preservation timeframe. 


if you send an extension to your preservation request, please indicate that your request is an extension so we may 
quickly identify the account that you preserved and ensure that the initial data preservation is maintained. 


Finally, when you submit your legal request for us to disclose the preserved data has provide the preservation 


request number along with the date of the original preservation so that! ay retrieve all relevant stored BIE 
data. 

i 
Thank you, ay 


bIE 
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ALL FBI INFORMATION CONTAINED 
~ - HEREIN IS UNCLASSIZIZ£ 
DATE 12-07-2015 BY J78c1sTs0 NSICG 6 


bic 
\wer) (FBI) 


From: Co] ewe) F8) bé 
Sent: Wednesday, September 02, 2015 1:35 PM b7C 
To: 

Subject: FW. Supplemental Preservation and Production Request 


Attachments: Preservation_and_Production NCTC_2015_09_01_signed.pdf 


Thank you for your call. Attached is the NCTC Preservation and Production request you requested. Please let me know 
if you need any further assistance. 


Respectfully, 
b6 
LC] 


From{——_~« (WF) (FBI) 


Sent: Wednesday, September 02, 2015 11:26 AM bé 
Toy BIC 
Ce 


Subject: Supplemental! Preservation and Production Request 


| = 


bIC 
Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don’t hesitate to contact us. 
Respectfully, 
b6 
bic 


Special Agent 


EBL Washington Field Office 


‘ HRC-5992 


- an ALL FBI IWSORMATICH COWTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 12-07-2016 BY J7¢g18T80 WS b6 


b7C 
\we) (FBI 
From: eae (FBI) 
Sent: ednesday, September 02, 2015 11:26 AM b6 


To: b7c 
Ce: 

Subject: Supplemental Preservation and Production Request 

Attachments: Preservation_and_Production_NCTC_2016 09_01_signed.pdf 


— . 
bIC 
Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don’t hesitate to contact us. 
Respectfully, 
bé 


Special Agent b7c 


FBI, Washington Field Office 


HRC-5993 


ALL TRI INFORMATION CONTAINED 
TED 


. HEREIN IS UNCLASS 
DATE 12-07-2014 BY 


18TSO NSICG 
UNCLASSIFIED/ HFOUG- 


U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: September 1, 2015 


i 
To: ] senior Legal Advisor be 


National Counterterrorism Center bic 
From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


This request supplements the Preservation of Records and Request 
for Records sent to the National Counterterrorism Center (NCTC) on 
August 28, 2015, which formally requested that the NCTC take any 
steps necessary to preserve and produce all electronic and 
transactional records associated with @clintonemail.com e-mail 
accounts contained on NCTC systems. 


The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the NCTC 
take any steps necessary to preserve and produce all electronic and 
transactional records between any (€clintonemail.com e-mail account 
and the specific NCTC e-mail addresses provided below. This 
preservation request applies to all stored electronic records, files, 
and other evidence relating to communications between the specified 
NCTC e-mail addresses and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811{c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests NCTC cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following NCTC e-mail 
accounts: 


UNCLASSIFIED/ AFeuer 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-5994 


UNCLASSIFIED/ /Freve~ 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 


when complete. 


You are requested not to disclose the existence of this inquiry, 


ether than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 
If you have any questions regarding this request, lease direct 


all inquiries to Special agentTCid'att . 


Assistant Special Agent ‘in Charge 


Washington Field Office 


+ 


UNCLASSIFIED//FOWO 


This document contains neither recommendations nor conclusions of the FBI. 


It is 


the property of the FBI and is loaned'to your agency; it and its contents are not 


to be distributed outside your agency. 


HRC-5995 


be 
b7Cc 


b6 
b7c 


ALL FBI INFORMATICH CONTAINED 
HEREIN IS UNCLASSIFIED 
CATE 12-07-2016 BY 376018780 NS be 


bic 
(WE) (FBI) 


From: CL wr cr b6 


Sent: Wi September 02, 2015 11:03 AM bic 
To: 
Subject: Preservation and Production Request 
Attachments: Preservation_and_Production_NSA_2015_09_01_signed_.pdf 
b7Cc 


Thanks for taking my call earlier. As we discussed, | have attached a copy of a Preservation and Production request in 
regards to a sensitive matter. Please direct this request to NSA General Counsel Glen Gerstell. Thanks in advance for 
your discretion and cooperation in regards to this request. 


Respectfully, 


— ne 


Special Agent bic 


ee 
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ALL EBL INFORMATION CONTAINED 
. HEREIN IS UNCLASSIFIED 
DATE 12-Q7-2016 BY 


UNCLASSIFIED/ /FOwQ 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: September 1, 2015 


To: Glen Gerstell, General Counsel 
National Security Agency 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
National Security Agency (NSA) take any steps necessary to preserve 
and produce all electronic and transactional records between any 
@clintonemail.com e-mail account and the specific NSA e-mail 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communications between the specified NSA e-mail addresses provided 
below and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests NSA cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s .possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following NSA e-mail 
accounts: 


UNCLASSIFIED/ /F6ue 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5997 


SJL8T20 HSICG 


be 
bic 
bIE 


UNCLASSIFIED//FOUQ. 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 


classification review of those records is conducted. The FBI requests. 


the results of the classification review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 


other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any questions_regarding this request lease direct 
all inquiries to Special agent[ at Pd, 


Peter P. 
Assistant Sfecial Agent in Charge 
Washington Field Office 


++ 


UNCLASSIFIED/ Areue 


This document contains neither recommendations nor conclusions of ‘the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-5998 


b6 
b7C 


ALL FBI INFORMATION CONTAINED 
* HEREIN IS UNCLASSIFIED 
DATE 12-07-2016 BY J76cLaTs0 WSIce 


bé 
WF) (FBI) bic 
From: [wry ey 


Sent: 2, 2015 11:31 AM 
To: b6 
Subject: upplemental Preservation and Production Request bic 


Attachments: Preservation_and_Production_USSS_2015_09_01_signed.pdf 
— vs 
bIC 
Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don’t hesitate to contact us. 
Respectfully, 
bé 
bIC 


Special Agent 


FBI. Washington Field Office 


HRC-5999 


ALL FBI INFORMATION CCNTAINED 
- HEREIN IS UNCLASSIFIED 


CATE 2016 BY 374318TS0 NSICS 
UNCLASSIFIED/ /#eUe 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 
Date: September 1, 2015 
To: Donna L. Cahill, General Counsel 


U.S. Secret Service 
From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


This request supplements the Preservation of Records and Request 
for Records sent to the U.S. Secret Service (USSS) on August 31, 2015, 
which formally requested that the USSS take any steps necessary to 
preserve and produce all electronic and transactional records 
associated with @clintonemail.com e-mail accounts contained on USSS 
systems. 


The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the uSSS 
take any steps necessary to preserve and produce all electronic and 
transactional records between any @clintonemail.com e-mail account 
and the specific USSS e-mail addresses provided below. This 
preservation request applies to all stored electronic records, files, 
and other evidence relating to communications between the specified . 
USSS e-mail addresses provided below and any @clintonemail.com e-mail 
address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests USSS cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession,. including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following USSS e-mail 
accounts: 


UNCLASSIFIED//FOUO 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-6000 


UNCLASSIFIED/ Areuo— 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests. an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification. review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 


other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


Tf you have any questions_regardin his direct 
all inquiries to Special Agent at 


Assistak pecial Agent in Charge 
Washington Field Office 


+ 
UNCLASSIFIED/ /FEve— 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency 


HRC-6001 


be 
bIc 
BIE 


bé 
b7c 


ALL ZBI INFORMATICN CONTAINED 
Je HEREIN IS UNCLASSIFIED 
DATE 12-07-2018 BY J78318TS0 NSICG b6 


: bye 
(WE) (FBI) 
From: a (FBI) b6 
Sent: ednesday, September 02, 2015 11:30 AM He 
To: 
Subject: upplemental Preservation and Production Request 


Attachments: Preservation_and_Praduction_NRC_2015_09_01_signed.pdf 


Mr. Averbach, 


Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week, It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don’t hesitate to contact us. 


Respectfully, 
bé 


= bIc 
Special Agent 


FBi, Washington Field Office 


HRC-6002 


ALL FBI INFORMATION CONTAINED 
HEREIN I§ UNCLAS. 


UNCLASSIFIED/ /FOve DATE 12-07-2015 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: September 1, 2015 


To: Margaret M. Doane, General Counsel 
U.S. Nuclear Regulatory Commission 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


This request supplements the Preservation of Records and Request 
for Records sent to the U.S. Nuclear Regulatory Commission (NRC) on 
August 28, 2015, which formally requested that the NRC take any steps 
necessary to preserve and produce all electronic and transactional 
records associated with @clintonemail.com e-mail accounts contained 
on NRC systems. 


The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the NRC 
take any steps necessary to preserve and produce all electronic and 
transactional records between any @clintonemail.com e-mail account 
and the specific NRC e-mail addresses provided below. This 
preservation request applies to all stored electronic records, files, 
and other evidence relating to communications between the specified 
NRC e-mail addresses and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 81l(c} Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests NRC cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following NRC e-mail 
accounts: 


UNCLASSIFIED/ AFeue- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-6003 


UNCLASSIFIED //FOUQ. 


bE 
b7C 
bIE 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 


other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any questions regarding this r 4 direct 
all inquiries to Special Agent at . Po 


Assistant Special Agent in Charge 
Washington Field Office 


oe 


UNCLASSIFIED/ /Feve- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6004 


te ALL EBL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12 O1s BY 512720 NSICG 


7 
wr) (FBI) 


From: Lowe) (F8) Pe 


Sent: 015 11:28 AM 

To: 

Subject: Suppiemental Preservation and Production Request 
Attachments: Preservation_and_Production_USDOT_2015_09_01_signed.pdf 


— bs 
b7e 
Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 


week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don’t hesitate to contact us. 


Respectfully, 


a bs 
b7c 


Special Agent 


FBI, Washington Field Office 


HRC-6005 


ALL ZBI INFCRMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2014 BY J78318TS0 MSICG 


UNCLASSIFIED/ AFEve 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: September 1, 2015 


To: Priya Aiyer, Acting General Counsel 
U.S. Department of the Treasury 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


This request supplements the Preservation of Records and Request 
for Records sent to the U.S. Department of the Treasury on August 28, 
2015, which formally requested that the U.S. Department of the 
Treasury take any steps necessary to preserve and produce all 
electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on U.S. Department of the 
Treasury systems. 


The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the U.S. 
Department of the Treasury take any steps necessary to preserve and 
produce all electronic and transactional xecords between any 
@clintonemail.com e-mail account and the specific U.S. Department of 
the Treasury e-mail addresses provided below. This preservation 
request applies to all stored electronic records, files, and other 
evidence relating to communications between the specified U.S. 
Department of the Treasury e-mail addresses provided below and any 
@clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811l(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests U.S. Department of the 
Treasury Cause a comprehensive search to be conducted of all holdings, 
files, documents, and materials in the agency’s possession, including 
back-up computer drives, for all electronic and transactional records 


UNCLASSIFIED //POUCr 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6006 


UNCLASSIFIED/ /FOvo- 


between any @clintonemail.com e-mail account and the following U.S. 
Department of the Treasury e-mail accounts: 


bE 
b7C 
bIE 


We request this search be conducted without undue delay and 
within. 30 days of réceipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of ail non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 


UNCLASSIFIED/ HFeue 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-6007 


UNCLASSIFIED/ /Feve 


You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any questions_regarding this r direct 
all inquiries to Special Agent Co dat + re 


Sjncerely, 


Peter P. Strzok 
Assistant Special Agent. in Charge 
Washington Field Office 


oF 


UNCLASSIFIED/ /Feue- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-6008 


ALL ZBI INFORMATION CONTAINED 


HEREIN IS 
b6 
WF) (FBI BIC 

From: TF) (FB) 
Sent: ber 02, 2015.11:33 AM bé 
To: 
Subject: Supplemental Preservation and Production Request pie 
Attachments: Preservation_and_Production_ODNI_2015_09_01_signed.pdf 


Ce 


bé 
BIC 
Please see the attached supplemental Preservation and Production Request for Mr. Litt concerning the matter we 
discussed last week. It is our hope that this supplemental request will help your organization better prioritize the scope 
of the request. Again, if you have any questions, don’t hesitate to contact us. 
Respectfully, 
a 26 
Special Agent bIc 


FBI, Washington Field Office 
[fees 


HRC-6009 


ALL ZBI INFORMATION CONTAINED 
ED 


HEREIN IS UNCLASS 
DATE 12-07-2016 BY 


JL8T80 NSICG 
UNCLASSIFIED/ /Feve- 


U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: " September 1, 2015 


To: Robert S. Litt, General Counsel 
Office of the Director of National Intelligence 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


This request supplements the Preservation of Records and Request 
for Records sent to the Office of the Director of National 
Intelligence (ODNI) on August 28, 2015, which formally requested that 
the ODNI take any steps necessary to preserve and produce all 
electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on ODNI systems. 


The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703(f}, ODNI take 
any steps necessary to preserve and produce all electronic and 
transactional records between any @clintonemail.com e-mail account 
and the specific ODNI e-mail addresses provided below. This 
preservation request applies to all stored electronic records, files, 
and other evidence relating to communications between the specified 
ODNI e-mail addresses provided below and any @clintonemail.com e-mail 
address. : 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests ODNI cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following ODNI e-mail 
accounts: 


UNCLASSIFIED/ /Fove- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6010 


UNCLASSIFIED//FOve 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of: all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be’ provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


UNCLASSIFIED/ /FOUe 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6011 


bé 
b7c 
b7E 


UNCLASSIFIED//FOUo. 


If you have any gquestions_regarding this r direct 
all inquiries to Special Agent at Pe 


Assistant Special Agent in Charge 
Washington Field Office 


o 


UNCLASSIFIED//FOUQ_ 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-6012 


- ALL TRI INFORMATION CONTAINEG 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2016 BY 


76318730 NSICS pe 


\we) (FBI) b7c 


From: Co Fr) (F8)) 

Sent: Wednesday, September 02, 2015 11:29 AM 

To: 

Subject: Supplemental Preservation and Production Request 
Attachments: Preservation_and_Production_DOE_2015_09_01_signed.pdf 


CL] 


Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don’t hesitate to contact us. 


Respectfully, 


| 


Specia! Agent 
FBI, Washington Field Office 
desk 


HRC-6013 


be 
b7¢c 


be 
b7¢c 


be 
b7Cc 


ALL FBI INFORMATION CCNTAINED 
- HEREIN IS UNCLASSIFIED 
CATE 12-07-2016 BY J74g18TS0 NSIC 


UNCLASSIFIED/ / FOve. 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 
Date: September 1, 2015 
To: 
Assistant General Counsel 
International and National Security Programs 
Department of Energy 
From: Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 
Subject: Preservation of Records; Request for Records 


This request supplements the Preservation of Records and Request 
for Records sent to the Department of Energy (DOE) and National 
Nuclear Security Administration (NNSA) on August 28, 2015, which 
formally requested that the DOE take any steps necessary to preserve 
and produce all electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on DOE systems. 


The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703(f£), the DOR 
and NNSA take any steps necessary to preserve and produce all 
electronic and transactional records between any @clintonemail.com e- 
mail account and the specific Department of Energy e-mail addresses 
provided below. This preservation request applies to all stored 
electronic records, files, and other evidence relating to 
communications between the specified DOE e-mail addresses provided 
below and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 81l(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests DOE and NNSA cause a 
comprehensive search to be conducted of all holdings, files, 
documents, and materials in the agency’s possession, including back- 
up computer drives, for all electronic and transactional records 


UNCLASSIFIED//FOUG 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its Contents are not 
to be distributed outside your agency. 


HRC-6014 


be 
b7c 


UNCLASSIFIED //FOvO. 


between any @clintonemail.com e-mail account and the following DOE e- 
mail accounts: 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 


other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any questions regarding this request, please direct 
all inquiries to Special agent] at | | 


Assistant Special Agent in Charge 
Washington Field Office 


+ 


UNCLASSIFIED//Fowa, 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency 


HRC-6015 


b6 
bIC 
bIE 


bé 
b7c 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASS) 
DATE 10-06-2017 3 


ceaTs4 NSICc 


| 


FD-340 (Rev. 4-] 1-0: 
File Number = 


Field Office Acquiring Evidence _\WFO> 


§ Serial # of Originating Document 7 


Date Received Sly h S 


” From 


(Name of Contributor/Interviewee) 


(Address) 


‘(Cily and Statey 


a 


ToBeRetuned [1] Yes gZ No 
No 


Receipt Given [] Yes raf 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 


“ 
O Yes x No 
Federal Taxpayer Information (FTI) 

C1 Yes pa) No 


Title: 


MIsysag_ GxAW 


Reference: 


(Communication Enclosing Material) 


Description: (1 Original notes re interview of 
See eeuATONS Re eer 4 SNA 
Berea Fer cr tpA ast 


Ves 


HRC-6016 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
CATE 12-07-2014 BY J7aG1eTs0 WSIS 


\weyFey Po 


From: Lf 

Sent: Friday, September 04, 2015 8:31 AM 

To: b6 
Subject: upplemental preservation and production request --- UNCLASSIFIED bIC 


SentinelCaseld: TRANSITORY RECORD 


Classification: UNCLASSIFIED 


TRANSITORY RECORD 


Sir, 


Please find the supplemental preservation and production request attached per your discussion with S| b6 
yesterday. For your.convenience | have also attached a .txt file containing the emails listed in the preservation request. bie 


es 


Preservation and — DoD email list.txt 
Production DO... 


Please contact cy) | aL —idif you have any questions regarding this request. be 


b7c 


vir 
sf bs 


Washington Field Office b7C 


Classification: UNCLASSIFIED 


HRC-6017 


ALL FRI INFORMATION CONTAINED 
HEREIN IS UNCLASS) 1 
DATE 12-07-2014 BY €a1aTa0 NSICc 


UNCLASSIFIED/ /FOSG 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: September 3, 2015 


ro LY nitigation 
Office of General Counsel 
Department of Defense 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) requests that, 
pursuant to Title 18, United States Code, Section 2703(f}, the 
Department of Defense (DoD) take any steps necessary to preserve and 
produce all electronic and transactional records between any 
@clintonemail.com e-mail account and the specific DoD e-mail 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communications between the specified DoD e-mail addresses provided 
below and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests DoD cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following DoD e-mail 
accounts: 


UNCLASSIFIED/ /FOUQ, 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6018 


be 
b7Cc 


bE 
b7C 
bIE 


UNCLASSIFIED/7FOve~ 


b6 
b7C 
b7E 


UNCLASSIFIED//FOUG. 


This document contains neither recommendations nor conclusions of the FBI. 


It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6019 


UNCLASSIFIED/ /FOvo. 


b6 
b7C 
b7E 


UNCLASSIFIED//FOBQ, 


This document contains neither recommendations nor conclusions of the FBI. 
the property of the FBI and is loaned to your agency; 


It is 
to be distributed outside your agency. 


it and its contents are not 


HRC-6020 


UNCLASSIFIED//FOUe 


b6 
b7Cc 
BIE 


UNCLASSIFIED//FOU0 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6021 


UNCLASSIFIED//FOua, 


b6 
b7C 
b7E 


UNCLASSIFIED/ /FOvo. 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6022 


UNCLASSIFIED//FOUe—~ 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 


other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any questions regarding this ri direct 
all inquiries to Special Agent! at . 


Sincerely 


Assistant Special Agent in Charge 
Washington Field Office 


oo 


UNCLASSIFIED//FOUe, 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your acgncy; it and its contents are not 
to be distributed outside your agency. . 


HRC-6023 


b6 
b7C 
b7E 


be 
b7C 


iy ALL FBI INFORMATION CONTAIVED 
q HEREIN IS UNCLASS. D 
DATE 12-07-2016 BY J78318TSO MSICG 


(WF)(FBI) Be 
b7C 


From: ES (219) (01-1) 


Sent: Thursday, September 03, 2015 3:27 PM bé 
To: (WF)(FBI) b76 
Subject: RE: Supplemental Preservation Request for DIA --- UNCLASSIFIED//FO¥E. 


Classification: UNCLASSIFIED//Feve 


Received and forwarded to the DIA team who will respond to the requests (both). 


OO : 
BIC 


DIA Representative to FBI 

935 Pennsylvania Avenue NW 
Room 4632, Washington DC 20535 
Commercial: 
TANDBERG: 


From: (WF) (FBI) ne 


3 omen @3, 2015 3:22 PM BIC 
To: (CD) (OGA) 


Subject: Supplemental Preservation Request for DIA --- UNCLASSIFIED//FOvQ, 


Classification: UNCLASSIFIED//Febe~ 


b7c 


Please find the supplemental preservation request for DIA attached. 


Thank you for your assistance. 


vir 


= : 
b7¢c 


HRC-6024 


Classification: UNCLASSIFIED/ Feu 


HRC-6025 


ALL TRI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 


DATE 12-07-2014 BY 376318780 NSICG 


UNCLASSIFIED//FOue 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 
Date: September 3, 2015 
To: Director, 

Defense Intelligence Agenc 

Attn 

ice oO ountéerintelligence 

From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
Defense Intelligence Agency (DIA) take any steps necessary to 
preserve and produce all electronic and transactional records between 
any @clintonemail.com e-mail account and the specific DIA e-mail 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communications between the specified DIA e-mail addresses provided 
below and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to .this 
referral, the FBI respectfully requests DIA cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following DIA e-mail 
accounts: 


UNCLASSIFIED/ /FOUe- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is leaned to your agency; it and its contents are not 
to be distributed outside your agency 


HRC-6026 


b6 
BIC 


bE 
b7C 
bTE 


UNCLASSIFIED//Fove 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inguiry, 


other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any questions_reqarding this request lease direct 


Assista pecial Agent in Charge 
Washington Field Office 


oe 


UNCLASSIFIED//FOUG 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-6027 


b6 
BIC 


ALL EBL INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED 


DATE 12-Q7-201§ BY J763L8TSO NSICG 


From: 


Sent: Thursday, September 03, 2015 11:42 AM 

To: 

Subject: Supplemental Preservation and Production Request 
Attachments: Preservation_and_Production_ClA_2015_09_03_signed.pdf 


a 


Per our discussion this morning, please find the supplemental preservation and production request attached. 


If you have any questions regarding this request please contact Special agent] =«@d 


Thank you, 


Washington Field Office 
Tel - 


HRC-6028 


be 
b7Cc 


be 
b7¢c 


ALL FBI INFORMATION CONTAINED 
BEREIN IS UNCLASSIFIED 


CATE 12-07-2016 BY 376218780 WSICC 
UNCLASSIFIED//Foue- 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: September 3, 2015 


To: S| Office of General Counsel 
Central Intelligence Agency 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) requests that, 
pursuant to Title 18, United States Code, Section 2703(f£), the 
Central Intelligence Agency (CIA) take any steps necessary to 
preserve and produce all electronic and transactional records between 
any @clintonemail.com e-mail account and the specific CIA e-mail 
addresses provided below. This preservation request applies to ali 
stored electronic records, files, and other evidence relating to 
communications between the specified CIA e-mail addresses provided 
below and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests CIA cause a comprehensive 
search to. be conducted of ail holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following CIA e-mail 
accounts: 


UNCLASSIFIED//FOve. 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-6029 


bé 
b7¢ 


be 
bic 
bIE 


UNCLASSIFIED/ /Pe8e 


be 
bICc 
bIE 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of ali non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 


other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any question i is r direct 
all inquiries to Special Agent at eo 


Sqncerel 


Peter P. S$ k 
Assistant Special Agent in Charge 
Washington Field Office 


+ 


UNCLASSIFIED/ /FOue- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency 


HRC-6030 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASS) 


DATE 10-05-2017 
i 


a 


ceaTs4 NsIcc* 


Oo OC 
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FD-340 (Rev. 4-11 
riesuniee| ______—F PRESPES 


Field Office Acquiring Evidence WF 


Serial # of Originating Document q 


Date Received 919/215 
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(ame of Contributor/interviewee) 


(Address) 
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To Be Retumed Yes [tly 


ReceiptGiven [ Yes No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) ° 
Federal Rules of Criminal Procedure 


0 Yes Lio 


Federal Taxpayer Information (FTI) 
: OO Yes = 


Title: MEpyYEAe. EXAM, 
MISHANDLING OP CLASSLFLESD 


Reference: 


(Communication Enclosing Material) 


Description: Original notes re interview of 


Preyeryedim Cegucd” Cerpon 


\ Xo 


HRC-6031 


i b3 


b75 


BIC 


b7E 


r 


Fax Server 


9/5/2015 3:22:31 PM PAGE 


- The request has been received and processed. 


1/004 


Fax Server 
ALL INFORMATION CONTAINED 


HEREIN 18 
DATE 12-0 


UNCLASSISIEC 
F-20168 BY 3 


HRC-6032 


74G18Ta0 NSICG 


be 
bICc 
BIE 


Fax Server 9/5/2015 3:22:31 PM PAGE 2/004 Fax server 


AUG-28-2015 @9:53 NSD NS-4 FRONT OFFICE 


U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


ALL INEORMATICH CCNTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2014 BY 376318780 NSICC 


August 18, 2015 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored comnmunications, records and other evidence in your possession. regarding 


the following e-mail accounts, pending further 


legal process. 


HRC-6033 


be 
b7¢c 


b7E 


BIE 


Fax Server 9/5/2015 3:22:31 PM PAGE 3/004 Fax Server 
b6 
AUG-28-2815 89:54 NSD NS-4 FRONT OFFICE | P.@3 bc 


You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of'a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 

« information that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber ov user of these accounts as to your actions to preserve the referenced files 
and records, please contact Special A, gent Ye as soon as possible be 
and before taking any such actions. bic 


This preservation request applies to the following records and evidence: 


A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 


c. All connection logs and records of user activity for the requested account, including: 


1 Connection date and time; 

2. Disconnect date and time; 

3 Method of connection (e.g,, telnet, ftp, http); 

4, Data transfer volume; 

5. User name associated with the connection and other connection information, including 
the Internet Protocol address of the source of the connection; 

6 Telephone caller identification records; and 

7. Connection information for other computers to which the user of the above-referenced 
accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries, 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 
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dD, Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
- or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


Ifyou have any questions regarding this request, please direct all inguiri cial Agent 
ho can be reached * be 
b7e 
Sincerely, 


Charles H. Kable IV 
Section Chief 
Counterintelligence Division 


TATA P.A4 
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From: 

Sent: ber 10, 2015 2:49 PM 
To: 

Subject: RE: Contact information 

Attachments: [___] Preservation_Request_09102015.pdf 


L] 


Please find the preservation request fof____ttached per our discussion. | am available if you have any further 


questions regarding this request. 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSI 
DATE 12-07-2016 


Sc1sTs0 NST 


{ appreciate your assistance with this matter and kindly request that you do not disclose the existence of this inquiry, 
other than as necessary for compliance, as doing so may jeopardize the confidential nature of this matter. 


4 


eel 
FBI— Washington Field Office 


From: 

Sent: 10, 2015 2:28 PM 
To: 

Subject: Contact information 


Please send preservation request to me at this e-mail. 


b6 
bIC 


be 
bIC 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


September 10, 2015 


bIE 
Re: Request for Preservation of Records 
Dear Custodian of Records: 
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
services rendered in association with the following account identifiers, pending further legal process: 
bIE 


You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions to preserve the referenced files 
and records, please contact Special Agen, et fdas soon as possible eo 


and before taking any such actions. 
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This preservation request applies to the following records and evidence: 


A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 


Cy All connection logs and records of user activity for the requested account, including: 


Connection date and time; 

Disconnect date and time; 

Method of connection (e.g., telnet, ftp, http); 

Data transfer volume; 

User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 

6. Telephone caller identification records; and 

WE Connection information for other computers to which the user of the above-referenced 
accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 

number) and billing-records. 


LS Es 


D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


‘¢ any questions regarding this request, please direct all inquiries to Special Agent ne 
a core 
b7c 


Peter P. 
Assistant Special Agent in Charge 
Washington Field Office 
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ALL FBI INFORMATION CONTAIVED 
HEREIN IS UMCLASSIF 
DATE 12-07-2016 BY J7831L8TSO MSICG 


UNCLASSIFIED / /FOUO- 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 
Date: September 15, 2015 


To: Lee J. Lofthus 
Assistant Attorney General for Administration 
U.S. Department of Justice 


From: Peter P. Strzok 


Assistant Special Agent in Charge 
Washington Field Office 


Subject: Preservation of Records; Request for Records 


The Federal Bureau of Investigation (FBI) requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
Department of Justice (DOJ) take any steps necessary to preserve and 
produce all electronic and transactional records between any 
@clintonemail.com e-mail account’ and the specific DOJ e-mail 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communications between the specified DOJ e-mail addresses provided 
below and any @clintonemail.com e-mail address. 


On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
veferral, the FBI respectfully requests DOJ cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency’s possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following DOJ e-mail 
accounts: 


UNCLASSIFIED/ AFove— 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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b7E 


UNCLASSIFIED//Fe8O 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED//FOvo- 


We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non- 
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 


You are requested not to disclose the existence of this inquiry, 


-other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 


If you have any questions_regarding this request lease direct 
all inquiries to Special agent[> at [od 


Assistant Special Agent in Charge 
Washington Field Office 


cx) 


UNCLASSIFIED/ Arewe- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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From: 
Sent: 6, 2015 12:28 PM 
To: bé6 
Subject: Preservation Request for U.S. Department of Justice pyc 
Attachments: Preservation_Request_DOJ_09152015. pdf 

b6 


Per our conversation, please find a preservation request for Assistant Attorney General Lofthus attached. 
if there are any questions regarding this request please feel free to contact SA FBI) aio b6 
Lfus Department of Justice — National Security Division) a bic 


vi 
s, b6 
b7c 


vane Field Office 


HRC-6047 


ALL INFORMATION 


HEREIN IS UNCLASS) 


DATE 10-06-2017 


CONTAINED 


a 


ceaT94 NSIcc* 


Oat © 


FD-340 (Rev. 4-11-03) 


Field Office Acquiring Evidence NID 


Serial # of Originating Decument 5 9 


Date Received Gt 


From 
(Address) 
{City and State) 
By 
To Be Returned O Yes No 
Receipt Given 1] Yes y4 No 


Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) , 
Federal Rules of Criminal Procedure . 


DO Yes ; Mino 
Federal Taxpayer Information (FTI. 
Yes ral No 


Title: Nux> SAE EX ranN 


Reference: 


{Conimunication Enclosing Material} 


Description: Original notes re interview of 


Pessse i nl Ce | recent Conk canthen. 


‘NAO 


\ HRC-6048 


fe) 


BIE 


b6 
b7C 


ALL INFORMATION COWTAINED 
HEREIN IS UNCLASSIZIZ 
DATE 12-07-2015 BY J78c1sTs0 NSICG 


SSS ee 


From: bIC 
Sent: , 2015 4:23 PM BIE 
To: 
Subject: Preservation Confirmation ‘eee 
Attachments: 1217126.tif, Notice - Addressing of Legal Demands .pdf 

bé 


b7C 
Helld_____ FBI-Washington, 
Chas received your preservation request(s) on the account name(s) listed in the attached ay — ie BIE 


preserve the requested account data, if any account data exists, for a period of 90 days from 17 September 2015. annot 
advise you whether any data exists for the accounts that are subject to your preservation request. 


Your preservation record number sf sid Be sure to refer to this record number when requesting the disclosure of Due 
any preserved data. 


18 U.S.C. 2703(f}(2) 6f the Electronic Communications Privacy Act permits a single 90 extension for each preservation request. If we 
do not receive a preservation extension request within 90 days from the date of this preservation letter, the preserved data will be 
destroyed. Also, please be aware that preservations are merely one time snapshots of the account on the date the information is 
preserved. Preservations are not snapshots made each day during the 90 day preservation timeframe. 


If you send an extension to your preservation request, please indicate that your request is an extension so we may quickly identify the 
account that you preserved and ensure that the initial data preservation is maintained. 


Finally, when you submit your legal request for us to disclose the preserved data, please provide the preservation request number 
along with the date of the original preservation so that nay retrieve all relevant stored data. bIE 


Thank you, 


BIE 
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FEDERAL BUREAU OF INVESTIGATION 


FACSIMILE TRANSMITTAL SHEET 


DJUNCLASSIFIED CICONFIDENTIAL [)SECRET [TOP SECRET 


. bIC 


ATTN: Custodian of Records Recipient Telephone # bE 


From: Special Agent] Sender Telephone #] 


Number of Pages Including Coversheet: 3 


Dlurcent [Jrornreview []ruzase comment ((] erease repLy PLEASE RECYCLE, 


NOTES/COMMENTS: 


Preservation request attached 


(issn recelpt and processing Via Ce es by phone, bé 


bIC 


HRC-6050 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2016 BY J76d1eTsO NSICG 


FEDERAL BUREAU OF INVESTIGATION 


FACSIMILE TRANSMITTAL SHEET 


KJUNCLASSIFIED CONFIDENTIAL SECRET TOP SECRET 


ATTN: Custodian of Records Recipient Telephone #: 


Fro. 


: Special Agent] Sender Telephone # 


Number of Pages Including Coversheet: 3 


uRGENT DX] FoR REVIEW PLEASR. COMMENT PLEASE REPLY PLEASE RECYCLE 


NOTES/COMMENTS: 


Preservation request attached 


Please confirm receipt and processing via email Oi by phone, 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


September 15, 2015 
bIE 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 


1 bIE 
2 


You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your action referenced files 
and records, please contact Special Agent [ee (eons soon as possible re a 


and before taking any such actions. 


This preservation request applies to the following records and evidence: 


A. The contents of any communication or for the accounts any associated accounts, 
. and any information associated with those communications or files, such as the 
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source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 


Cc. All connection logs and records of user activity for the requested account, including: 
1. Connection date and time; ~ 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 


the Internet Protocol address of the source of the connection; 
Telephone caller identification records; and 
Connection information for other computers to which the user of the above-referenced 
accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 
8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 


3m 


D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


If you have any questions regarding this request, please direct all inquiries t ecial Agent 
Co Pho can be reached or a , 


Assistant Special Agent in Charge 
Washington Field Office 
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From: 
Sent: Tuesday, September 22, 2015 3:14 PM 
To: bE 
Subject: RE: Supplemental preservation and production request b7c 
Thanks|__]| will pass to A/S Starr immediately. W bé 
bIC 
Bureau of Diplomatic Security 
Office of the Assistant Secretary bé 
Tel; b7c 
Email - 
SBU 
This email is UNCLASSIFIED. 
b6é 
bIC 


— s 


b7C 


Per our conversation, please find a supplemental preservation and production request for Assistant Secretary Starr 
attached. 


if there are any questions regarding this request please feel free to contact SA CL Fen cs | 


vit 
saL__ bs 
Washington Field Office b7C 


Lo] 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Gregory B. Starr 

Assistant Secretary, Bureau of Diplomatic Security 
U.S. Department of State 

2201 C Street, NW 

Washington, D.C. 20520 


Re: Request for Production of Records 


Dear Assistant Secretary Starr: 


ALL ZBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2014 BY 376318780 NSICo 


September 22, 2015 


This request supplements preservation requests previously sent to the U.S. Department of 
State on July 27, 2015, July 29, 2015, August 5, 2015 and August 18, 2015 by providing initial 
guidance for the production of relevant files. This request identifies a subset of U.S. Department 
of State employees for whom records should be produced in accordance with the following 
guidance. This is the first of such production requests and does not release the U.S. Department 
of State from its obligation to preserve the records cited in the referenced preservation requests. 
Future notification will be provided when this obligation no longer applies. 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the production of all stored communications, records and other evidence in your possession 
regarding the domain account @clintonemail.com from the personal mailboxes, or Personal 
Storage Folders (i.e., .pst files), and from the Microsoft Exchange Recoverable Items Folder, 
from the unclassified email account of the below listed individuals for the period of January 21, 


2009 to February 1, 2013. 


HRC-6060 


b6 
b7C 
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bb 
bic 
BIE 
The FBI further requests that you provide the export of all mailboxes, or Personal Storage 
Folders (i.e., .pst files), from the unclassified, secret and top secret email accounts of the 
below listed individuals. The export should include the entire content of each mailbox and any 
items from the Microsoft Exchange Recoverable Items Folder for the specified time range. The 
entire content is requested because relevant items are unlikely to directly contain the unclassified 
@clintonemail.com domain. 
b6 
pI 
bIE 


Findings relevant to this request should be exported and identify the user’s full name as 
well as the system that the relevant item(s) originated from. A log file should also be provided to 
fully document any instances in which the requested information could not be furnished due to 
technical limitations or due to errors that occurred during the export process. The FBI also 
requests a complete copy of any computer banners from any U.S. Department of State computer 
system on which relevant records are found. 


Additionally, it is requested that you contact those individuals listed above, who are 
current U.S. Department of State employees, and request that they preserve and produce all 
stored communications, records and other evidence in their possession regarding the domain 
account @clintonemail.com. However, the U.S. Department of State should not contact any 
individuals listed above who are no longer active employees of the U.S. Department of State. 


This preservation and production request applies to the following records and 
evidence: 


A. The contents of any communication or for the accounts any associated accounts, and any 
information associated with those communications or files, such as the source and 
destination email address or IP address. 


B. All records and other evidence relating to the subscriber(s), customer(s), account 


holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
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addresses, residential addresses, business addresses, e-mail addresses and other contact 
information, telephone numbers or other subscriber number or identity, billing records, 
information about the length of service and the types of services the subscriber or 
customer utilized, and any other identifying information, whether such records or other 
evidence are in electronic or other form; and 


C. All connection logs and records of user activity for the requested account, including: 


Connection date and time; 
Disconnect date and time; 
Method of connection (e.g., telnet, ftp, http); 
Data transfer volume; 
User name associated with the connection and other connection 
information, including the Internet Protocol address of the 
source of the connection; 
Telephone caller identification records; and 
Connection information for other computers to which the user 
of the above-referenced accounts connected, by any means, 
during the connection period, including the destination IP 
address, connection time and date, disconnect time and date, 
method of connection to the destination computer, the identities 
(account and screen names) and subscriber information, if 
known, for any person or entity to which such connection 
information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

8. Means and source of payment for such service (including any 
. credit card or bank account number) and billing records. 


yawn 


no 


D. Any other records and other evidence relating to the requested account. Such records and 
other evidence include, without limitation, correspondence and other records of contact 
by any person or entity about the above-referenced account, the content and connection 
logs associated with or relating to postings, communications and any other activities to or 
through the requested account, whether such records or other evidence are in electronic or 


other form. 
: If you have any questions regarding this request, please direct all inquiries to 
Special Agent] sho can be reached YT bé 


b7C 


Assistant SpétiatAgent in Charge 
Washington Field Office 
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ALL INFORMATION CONTAINED 
HERZIN IS UNCLASSIFIED 
DATE 12-07-2016 BY J78318TSO USICG 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


October 5, 2015 
bIE 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal 

request for the preservation of all stored communications, records and other evidence 

in your possession regardin; he DIE 
following account identifiers, pending further legal process: 


b7E 


You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the 
complete record, and records that may come into your possession from the date of 
acknowledgment of this request for a period of 90 days, or until receipt of a legal 
court order, whichever occurs first. This request applies only retrospectively. It does 
not in any way obligate you to capture and preserve new information that arises after 
the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or 
any other person, other than as necessary to comply with this request, as the FBI's 
investigation may be jeopardized by this type of disclosure. You are also requested 
not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary 
termination of service to the accounts described below, or otherwise alert the 
subscriber or user of these accounts as to your actions to preserve the referenced 


HRC-6067 


’ files and records, please contact Special Agent [ae | 


as soon as possible and before taking any such actions. 


This preservation request applies to the following records and evidence: 


A. 


The contents of any communication or for the accounts any associated 
accounts, and any information associated with those communications 
or files, such as the source and destination email address or IP 
address. 


All records and other evidence relating to the subscriber(s), 
customer(s), account holder(s), or other entity(ies) associated with the 
requested account including, without limitation, subscriber names, user 
names, screen names or other identities, mailing addresses, residential 
addresses, business addresses, e-mail addresses and other contact 
information, telephone numbers or other subscriber number or identity, 
billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic 
or other form; and 


All connection logs and records of user activity for the requested account, 
including: 


Connection date and time; 

Disconnect date and time; 

Method of connection (e.g., telnet, ftp; http); 

Data transfer volume; 

User name associated with the connection and other connection 


VRwWNm 


information, including the Internet Protocol address of the source of the 


connection; 
Telephone caller identification records; and 


ae 


Connection information for other computers to which the user of the 
above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

Means and source of payment for such service (including any credit card 
or bank account number) and billing records. 


Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
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be 
b7c 


content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


If you have am + eee ii request, please direct all inquiries to Special Agent he 
ht 


b7¢c 


f 


Peter P.§ . 
Assistant SpeCial Agent in Charge 
Washington Field Office 


oo 
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INFORMATION CONTAINED 
MW IS UNCLASSIFIED b6 
DATE 12-07-2016 BY J76318T80 USICG bIC 


(WF) (FBI) 


From: wr) (Ft) bé 


Sent: Tuesday, October 06, 2015 10:42 AM b7C 
To: b7E 
Subject: ervation Request 

Attachments: Preservation_Letter_Signed. pdf 


Ol : 
b7C 

Thanks for taking my call earlier, and your timely response to my inquiry. Attached is the Preservation Request we 

discussed. Thank you for your continued cooperation and assistance. 


Respectfully, 


b6 
b7C 


i 


Special Agent 
FBI, Washington Field Office 
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ALL IMFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
CATE 12-07-2014 BY 374318780 NWSIcc bé 


b7e 
\wer) (FBD 
Sent: uesday, October 0G, R b7c 
Subject: Contact Request 


{ just left you a message and my cell number. 

\'m the person you would deal with regarding obtaining information from one of our systems, as | assume that is what 
this is about. We'll be more than happy to provide whatever is necessary, so long as it is a legitimate request and it goes 
through our legal team. 


There is no direct path for you to get to our legal, | would typically receive it then take it to the proper people. If you 
don’t want to do this through email to me, then postal mail is the preferred method. 


} look forward to hearing back from you and cooperating with you in any way possible. 


Thanks, 
bé 


b7¢c 
BIE 


From{_—(tWF)(FBH)Imaitd bs 


b7c 


Sent: Tuesday, October 6, 2015 9:42 AM 
BIE 
a 
Subject: RE: Contact Request 
a be 
bre 
| just attempted te contact you via the number below, and it appears that your phone system isn’t working properly. 
Please contact me vid_ sito discuss. | would prefer to speak with you prior to emailing you the Preservation 


Request, as it relates to a sensitive matter. We usually send this information to a legal department, is there an 
appropriate legal party with whom | can direct the letter? 


Thanks for your continued assistance. 


Respectfully, bé 
. b7c 


uesda fober U6, bé 
WF) (FBI) bIC 
Subject: RE: Contact Request bIE 


CL] 
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\ calied the field office and the gentleman indeed advised there is aL —sdutt didn’t offer any other detailsor 6 


information. bie 
tf you need information, please send the request via email to me and/or via mail to: 
bTE 
If you'd like CC the mail to: 
bTE 
Thanks, 
7 b6 
b7e 
bTE 


From[ Jw 8 mato] bs 
Sent: Tuesday, October 6, 2015 9:13 AM eae 
To 
Subject: RE: Contact Request 

b6 


I completely understand your concern. Hopefully this email alleviates any concern that | am who I say | am, however, if 


you would like to further verify my employment, you can contact the FBI Washington Field Office direct and ask to verify Pee 
employment for S. 


As | mentioned in my online service request, | am trying to serve a Preservation or Records request in regards to a 
matter Lam working, and am trying to track down a legal point of contact for whom to send said letter. | contacted your 
business direct yesterday, however, the person who answered the phone would not provide me with even a physical 
address for which to send legal process. | can send the preservation letter via fax or email, and appreciate any 
assistance you can provide in regards to directing me to the appropriate parties who would handle such a request. 


Thanks again for your response. 


Respectfully, 
bé 


b7e 
Special Agent 


FBI — Field Office 
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from be 
Sent: Tuesday, October 06, 2015 8:43 AM bic 
a (to b7E 
Subject: Contact Request 


Hello, 


We received an email via a contact form on our website which looked fairly suspicious. In my uncertainty, | decided to 
email you direct. 


Please provide further credentials and what exactly you’re looking for. 


Thanks, 


be 
b7¢c 
BIE 
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ALL INEORMATION CONTAINED 
HEREIN IS UNC 


DATE 
WEF) (FBI 
Sent: uesday, October 
To: (WE) (Fal). 
Subject: RE: FBI Preservation Request 


| 


I just wanted to let you know that | received the document and have handed it off to legal. 


If we have questions about this, are you the person to speak with? 


som] Ja Fa mato) 


Sent: Tuesday, October 6, 2015 10:42 AM 


10 peeeeremee 
Subject: reservation Request 


— 


Thanks for taking my call earlier, and your timely response to my inquiry. Attached is the Preservation Request we 
discussed, Thank you for your continued cooperation and assistance. 


Respectfully, 


| 


Special Agent 


FBI, Washington Field Office 
desk 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 


DATE 12-07-2018 BY 18780 NSIC 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


October 7, 2015 
. bIE 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all stored communications, records and other evidence in your possession 
regarding the following e-mail accounts, pending further legal process. 


You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request for a period of 90 days, or until receipt of a legal court order, whichever occurs first. 
This request applies only retrospectively. It does not in any way obligate you to capture and 
preserve new information that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or 
any other person, other than as necessary to comply with this request, as the FBI's investigation 
may be jeopardized by this type of disclosure. You are also requested not to close the account of 
the subscriber, unless requested to do so by the subscriber. If compliance with this request may 
result in a permanent or temporary termination of service to the accounts described below, or 
otherwise alert the subscriber or user of these accounts as is preserve the 
referenced files and records, please contact Special Meet ae ree 
as soon as possible and before taking any such actions. 


This preservation request applies to the following records and evidence: 


HRC-6080 


The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 


All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities. 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form; and 


All connection logs and records of user activity for the requested account, 
including: 


Connection date and time; 


I. 

2. Disconnect date and time; 

35 Method of connection (e.g., telnet, ftp, http); 

4, Data transfer volume; 

5. User name associated with the connection and other connection 
information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 

Th Connection information for other computers to which the user of the 


above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

8. Means and source of payment for such service (including any credit card 
or bank account number) and billing records. 


Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


HRC-6081 


If you have any questions regarding this request, please direct all inquiries to 


who can be reached a’ lor be 
bic 
incprely, 
— 
Peter P. St 
Assistant Special Agent in Charge 
Washington Field Office 
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ALL INFORMATION CONTAINED | 
HEREIN IS UNCLASSISIEC 
1s B c1sTsa NS 


7 
Sent: ednesday, October 07, 39 AM 

To: 

Subject: Re submission Confirmation | 


This is automated response to advise you that] Cds BIE 


successfully received your legal request submission. 


We also want to let _you know we have launched a new system which we prefer to receive legal 


bTE 
receives a very high volume of legal process every day. The team processes legal BIE 
requests in the order that we receive them. If your request relates to exigent circumstances 
or if you have further questions, please ewill referencing the 
Case number in the subject line of this email. Please include a description of the exigency 
or your question(s) in detail so that we may assess your request accordingly. 
bTE 
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ALL INFORMATION CONTAINED 


HEREIN IS UNC! 
DATE 12-0 


ASSIFIEL 
16 BY J78218TS0 NSICG 


Do 


From: 
Sent: ues: au tober T3, 2015 4:23 PM 


To: 

Subject: RE: POC for preservation request 
Attachments: lL" Preservation 30ct15.pdf 
Hello, 


Please find a preservation request attached fo! 
phone if you have any questions regarding this request. 


Thank you for your assistance. 


Si 


Fai - a Field Office 


I can be reached via email or by 


From: 
Sent: Tuesday, October 13, 2015 10:56 AM 


Subject: REI for preservation request 


Goed morning, 


AILU.S. orders can be sent in pdf format via email | 


Piease have the order(s) addressed to the following: 


Should you have any questions, you can contact us { —~«d 


Sincerely, 


Sent: Tuesday, October 13, 2015 9:3 
To: 
Subject: FW: for preservation request 


To whom it may concern, 
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BIE 


b6 
b7C 


b6 
b7c 
b7E 


b7E 


BIE 


BITE 


BIE 


b6 
b7Cc 
BIE 


lam maine to — the proper point of contact for issuing a preservation request associated with the following 


[ 


i have previously inquired with[_ Jana was direc! 
matter in person, if necessary. | can be reached a 


Thank you for your assistance. 


v/r 
Co 


sal 
FBI— Was! “_ Field Office 


——— am available to discuss this 
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BIE 
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b7Cc 
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ALL INFORMATION CONTAINED 


HEREIN IS UNCLASS 
DATE 12-07-2016 By 


‘TED 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


October 13, 2015 


Re: Request for Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 


1 

2 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 


applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information-that arises after the date of this request. 


You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions to preserve the referenced files 
and records, please contact Special Agent | at as Soon as possible 


and before taking any such actions. 
This preservation request applies to the following records and evidence: 
A. The contents of any communication or for the accounts any associated accounts, 


and any information associated with those communications or files, such as the 
source and destination email address or IP address. 


OTS31L8TSO MSICG 


b7E 


b7E 


be 
b7c 


HRC-6087 


B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
Inmitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 


Cc. All connection logs and records of user activity for the requested account, including: 


Connection date and time; 

Disconnect date and time; 

Method of connection (e.g., telnet, ftp, http); 

Data transfer volume; 

User name associated with the connection and other connection information, including 
the Internet Protocol address of the source of the connection; 

Telephone caller identification records; and 

Connection information for other computers to which the user of the above-referenced 
accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 


VRwWwNr 


ae 


D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 


If you have any questions regarding this request, please direct all inquiries to Special Agent 
CT pho can be reached - an) es 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


October 20, 2015 
Gregory B. Starr 
Assistant Secretary, Bureau of Diplomatic Security 
U.S. Department of State 
2201 C Street, NW 
Washington, D.C. 20520 


Re: Request for Production of Records 


Dear Assistant Secretary Starr: 


This request supplements previous Request for Records sent to the U.S. Department of 
State (DoS) relative to the preservation and production of records associated with 
@elintonemail.com. 


Based on information revealed during the FBI’s review of records associated with 
@clintonemail.com, the FBI respectfully requests DoS allow the FBI the opportunity to review 
briefing books and/or materials prepared for the Secretary of State for the time period of June 16- 
18, 2011. 


You are also requested not to disclose the existence of this request to individuals other 


than those necessary to comply with this request, as the FBI's investigation may be jeopardized 
by this type of disclosure. 


juestions regarding this request, please direct all inquiries to Special 
Agent ho can be reached at(___———d: 


ferely; 


Peter P. Strzo! 
Assistant Speer 
Washington Field Office 


HRC-6297 


ALL FBI INFORMATICN CONTAINED 


HEREIN IS 


DATE 12-0 6 3763 
we) (FBI) 


From: CL) ewe) (F 8) 


Sent 

To: 

Ce: (RO) (FBI) 
Subject: LHM Request 

Attachments: LHM_DoS_10_20_2015.pdf 


Co] 


Per your request and correspondence wit 
review the referenced briefing materials. Thanks again for your continued assistance. 


Respectfully, 


| 
Co) 


Special Agent 
FBI, Washington Field Office 
desk 


arlier today, | have attached an LHM to formalize the FBI’s request to 


HRC-6298 


b6 
bIC 


bé 
b7c 


be 
bIC 


bé 
b7c 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1353814-0 


Total Deleted Page(s) = 80 


Page 1 ~ Referral/Consult; 
Page 3 ~ Referral/Consult; 
Page 4 ~ Referral/Consult; 
Page 5 ~ Referral/Consult; 
Page 6 ~ Referral/Consult; 
Page 7 ~ Referral/Consult; 
Page 8 ~ Referral/Consult; 


Page 9 ~ Referral/Consult; 

Page 10 ~ Referral/Consult; 
Page 11 ~ Referral/Consult; 
Page 12 ~ Referral/Consult; 
Page 13 ~ Referral/Consult; 
Page 14 ~ Referral/Consult; 
Page 15 ~ Referral/Consult; 
Page 16 ~ Referral/Consult; 
Page 17 ~ Referral/Consult; 
Page 18 ~ Referral/Consult; 
Page 19 ~ Referral/Consult; 
Page 20 ~ Referral/Consult; 
Page 21 ~ Referral/Consult; 
Page 22 ~ Referral/Consult; 
Page 23 ~ Referral/Consult; 
Page 24 ~ Referral/Consult; 
Page 25 ~ Referral/Consult; 
Page 26 ~ Referral/Consult; 
Page 27 ~ Referral/Consult; 
Page 28 ~ Referral/Consult; 
Page 29 ~ Referral/Consult; 
Page 30 ~ Referral/Consult; 
Page 31 ~ Referral/Consult; 
Page 32 ~ Referral/Consult; 
Page 33 ~ Referral/Consult; 
Page 34 ~ Referral/Consult; 
Page 35 ~ Referral/Consult; 
Page 36 ~ Referral/Consult; 
Page 37 ~ Referral/Consult; 
Page 38 ~ Referral/Consult; 
Page 39 ~ Referral/Consult; 
Page 40 ~ Referral/Consult; 
Page 41 ~ Referral/Consult; 
Page 42 ~ Referral/Consult; 
Page 43 ~ Referral/Consult; 
Page 44 ~ Referral/Consult; 
Page 45 ~ Referral/Consult; 
Page 46 ~ Referral/Consult; 
Page 47 ~ Referral/Consult; 
Page 48 ~ Referral/Consult; 
Page 49 ~ Referral/Consult; 


Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 


Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 
Referral/Consult; 


XXXXXXXXXXXXXXXXXXXXXXXX 


x 
x 
x 


Deleted Page(s) 


x 


No Duplication Fee X 


For this Page 


x 


XXXXXXXXXXXXXXXXXXXXXXKX 


FEDERAL BUREAU OF INVESTIGATION 


FOI/PA 


DELETED PAGE INFORMATION SHEET 


FOI/PA# 1353814-0 


Total Deleted Page(s) = 4 
Page 1 ~ Referral/Consult; 
Page 3 ~ Referral/Consult; 
Page 4 ~ Referral/Consult; 
Page 5 ~ Duplicate; 


XXXXXXXXXXXXXXXXXXXXXXXKX 


X Deleted Page(s) x 
X No Duplication Fee X 
X For this Page x 


XXXXXXXXXXXXXXXXXXXXKXXXX 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1353814-0 


Total Deleted Page(s) = 50 
Page 5 ~ Duplicate; 
Page 6 ~ Duplicate; 
Page 7 ~ Duplicate; 
Page 8 ~ Duplicate; 


Page 9 ~ Duplicate; 
Page 10 ~ Duplicate; 
Page 13 ~ Duplicate; 
Page 14 ~ Duplicate; 
Page 15 ~ Duplicate; 
Page 16 ~ Duplicate; 
Page 17 ~ Duplicate; 
Page 18 ~ Duplicate; 
Page 19 ~ Duplicate; 
Page 20 ~ Duplicate; 
Page 21 ~ Duplicate; 
Page 22 ~ Duplicate; 
Page 23 ~ Duplicate; 
Page 24 ~ Duplicate; 
Page 27 ~ Duplicate; 
Page 28 ~ Duplicate; 
Page 29 ~ Duplicate; 
Page 32 ~ Duplicate; 
Page 33 ~ Duplicate; 
Page 36 ~ Duplicate; 
Page 37 ~ Duplicate; 
Page 38 ~ Duplicate; 
Page 41 ~ Duplicate; 
Page 42 ~ Duplicate; 
Page 43 ~ Duplicate; 
Page 44 ~ Duplicate; 
Page 45 ~ Duplicate; 
Page 46 ~ Duplicate; 
Page 49 ~ Duplicate; 
Page 50 ~ Duplicate; 
Page 51 ~ Duplicate; 
Page 54 ~ Duplicate; 
Page 55 ~ Duplicate; 
Page 56 ~ Duplicate; 
Page 59 ~ Duplicate; 
Page 60 ~ Duplicate; 
Page 61 ~ Duplicate; 
Page 64 ~ Duplicate; 
Page 65 ~ Duplicate; 
Page 66 ~ Duplicate; 
Page 69 ~ Duplicate; 
Page 70 ~ Duplicate; 
Page 71 ~ Duplicate; 
Page 74 ~ Duplicate; 


Page 75 ~ Duplicate; 
Page 76 ~ Duplicate; 


XXXXXXXXXXXXXXXXXXXXKXXXK 


X Deleted Page(s) x 
X% No Duplication Fee X 
x For this Page x 


XXXXXXXXXXXXXXXXXXXXXXXX 


FD-340 (Rev. 4-18 
File Number 


Fietd Office Acquiring Evidence 


Serial # of Originating Document a 


Date Received week }eorS 


From 


(Name of Coniributor/interviewee) 


address) 


and State) 


wy 3 


To Be Renmmed [1 Yes 
Receipt Given 1 Yes 


Federal Rutes of Criminal Procedure 


0 Yes 
Federal Taxpayer Information (FT) 


PLDYEAR EKA, 
MTS HANDLING OF eLAserrels 


Reference: 


(Communication Enclosing Material) 


Description: a Original notes re interview of 


Subject: 
Attachments: 


To Whom It May Concern: 
Please see the attached preservation request. 


Cordially, 


| 
sA__ 


Federal Bureau of Investigation 
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Co] 


ALL INFORMATICN CCNTAINED 


BEREIN 13 UNCLASSIFIED 
“2016 BY J76d18Ts0 WSICG 


wr) (FBI) 


From: CO ewer) (FB) 


CATE 1 


HRC-6388 


be 
b7Cc 
BIE 


bE 
b7C 


ALL INEORMATION CONTAINED 
£ HEREIN 18 UNCLASSIFIED 
DATE 12-20-2014 BY 


J18TaO NSICS 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


b7E 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession. 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
‘including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 


If you have any questions regarding this request, please direct all inquiries to Special Agent{_| be? 


Assistant SpecratAgent in Charge 
Washington Field Office 
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From: Er) bs 
Sent: uesday, November 24, 2015 12:04 PM b7c 
To: bE 
Subject: Preservatt 
Attachments: 2015112: Pres_Extension_2015_11_24 11_36_12_521.pdf 
To Whom It May Concern, 
Please see the attached preservation letter. 
Cordially, 

a vs 

b7C 

S. 


Federal Bureau of Investigation 


machine Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


b7E | 


Re: Preservation of Records 
Dear Custodian of Records: 
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 


extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 


Pursuant to Title 18, United States Code Section 2705(b), an Order was issued on 28 August 
2015 by the United States District Court for the Eastern District of Virginia commandingy hot b7s 
to notify any person, including the subscribers or customers of the accounts listed in the attached 
preservation letter, of the existence of said preservation letter for a period of two years. 


If you have any questions regarding this request, please di inauizi Special Agent] be | 
- LC bo can be reached : bre 


Assistant Special Agent in Charge 
Washington Field Office 2 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 
bIE 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to © 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come ito your possession from the date of acknowledgment of this request for a period of 
90 days, ox until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that UpC.6410 
arises after the date of this request. 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


DIE 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 


If you have any question, i is re i inquiri Special Agen{ | a 
[__|wto can be reached at lo. . 


Shicerel oN 


Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 
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U.S. Department of Justice , 
Federal Bureau of investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


BIE 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture.and preserve new information that 
arises after the date of this request. HRC-6415 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


BIE 


’ Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
= extend the preservation of all stored communications, records and other evidence in your possession. 
- regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possessiori, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 


Ifyou h ti . . . rr . bé 
you have any questions regarding this request, please direct all inquiries to Special Agen{__| wre 
| can be reached a or| 


eial Agent in Charge 
Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of investigation 
Washington, D.C. 20535-0001 


November 24, 2015 bIE 


Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(0), this letter is a formal request to. 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. _ HRC-6419 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Re: Preservation of Records 


Dear Custodian of Records: 


arises after the date of this request. 


If you have any questions regarding this re 


i seas direct al inauitis ‘ Special Agen{_ sd 
Ty 


ho can be reached at 
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November 24, 2015 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in-your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 


Assistant Special Agent in Charge 
Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Re: Preservation of Records 


Dear Custodian of Records: 


November 24, 2015 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records arid other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. Jt does not in any way obligate you to capture and preserve new information that 


HRC-6424 
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bIE 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 DIE 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 
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Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


BIE 


Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent toe your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledginent of this request for a period of 
90days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. HRC-6432 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


b7E 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
< regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledginent of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. : 


If you have any questions regarding this request, please direct all inquiries to Special Agent bé 
ho can be reached af pe bIC 


Assistant Spdcial Agent in Charge 
Washington Field Office 


HRC-6433 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


b7E 


November 24, 2015 


Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
tetrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. » HRC-6437 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 bTE 


Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f}, this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request-applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that i 
arises after the date of this request. i 


If you have any questions regarding this request, please direct all inquiries to Special Agen{ | be | 
[Friocansereachedaf of bre 


Assistant Special Agent in Charge 
Washington Field Office 


HRC-6438 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 
bTE 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(8), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. ~ 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a petiod of 
90 days, or until receipt of a legal court order, whichever occuts first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 


arises after the date of this request. HRC-6442 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 bIE 


Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. “ 


If you have any questions regarding this request, please direct all inquiries to Special Agen be 
[Fin canbe coached | be 


i 
Petér P.. swe _S 


Assistant Special Agent in Charge 
Washington Field Office 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 
b7E 


Re: Preservation of Records 


Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession. 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever ocours first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. HRC-6447 


b6 


Ifyou have any questions jegarding this request lease direct all inauiries to Special agent] | bye 
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U.S. Department of Justice 


: Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


b7E | 


Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 


: If you have any questions regarding this request, please direct all inquiries to Special Agent BG ns 


Assistant Spet gent in Charge ‘ 
Washington Field Office 2 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


bIE 


Re: Preservation of Records 


Derl bIE 


Pursuant to Title 18, United States Code Section 2703(f, this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 


arises after the date of this request. HRC-6452 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


sew ates 


November 24, 2015 


BIE : 


Re: Preservation of Records 


Dear] we 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 


If you have any questions regarding this request, please direct all inquiries to Special Agen{ | bé 


Assistant Special Agent in Charge . * 
Washington Field Office 


HRC-6453 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, 0.C. 20535-0001 


November 24, 2015 
bIE 


Re: Preservation of Records 
Dear Custodian of Records: 


Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. HRC-6457 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


November 24, 2015 


BIE 


Re: Preservation of Records 
Dear Custodian of Records: 
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 


extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 


You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 2 
arises after the date of this request. 


If you have any questions regarding this re i inaniri Special Agenf | b6 
CT to can be reached ap b7C 


Sincerel 


Peter 
Assistant Spectat Agent in Charge 
Washington Field Office 


HRC-6458 
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